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Abstract

Threats posed by counterspace capabilities are directed against space systems, their
supporting ground infrastructure, and data links between space systems and ground infrastructure.
Space countermeasures include direct attack and co-orbital anti-satellite systems, cyber attacks,
electronic warfare, and directed energy. This is a condition, however, of the impossibility of
stationary dominance and control, which exacerbates the need to develop opportunities to influence
the enemy's satellites, while at the same time guaranteeing the sustainable operation of one's own
space capabilities. This can be accomplished by ground or space-based means. Since outer space is a
vacuum and is incommensurable with the Earth's atmosphere, the change in the trajectory of
satellites in space is fundamentally different from the change in the trajectory of combat aircraft. The
movement of satellites in a vacuum along a certain orbit, due to the distortion of space by the planet
Earth, leads to movement at a much higher speed than all aircraft flying in the Earth's atmosphere,
and the movement in the orbit does not require thrust compared to airplanes. When it is necessary,
however, to change the satellite's trajectory, energy is required to be expended by changing the
satellite's velocity AV. This is usually achieved by burning chemical fuels or expelling accelerated
gases through a propulsion system.

Introduction

In 2022, the EU identified space as a strategic area, which was the basis for
the EU Space Strategy for Security and Defence. The strategy outlines the counter
capabilities and the main threats in space and their ground infrastructure. The High
Representative will produce a classified annual analysis of space threats at the EU
level using Member States' intelligence. According to the adopted strategy, the
space domain comprises all elements that are relevant to the functioning of space
systems and the provision of space services, including the physical space
environment, the wvarious orbits and spacecraft, their ground and launch
infrastructure, radio frequency links, user terminals, the information associated
with and delivered by these space assets, the associated cyber environment and the
core industrial space sector. The threats posed by counter-space capabilities are
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directed against space systems, the ground infrastructure that supports them, and
the data links between space systems and ground infrastructure. Counter-space
capabilities include direct attack and coordinated anti-satellite systems, cyber-
attacks, electronic warfare, and directed energy. These can disrupt, damage, or
destroy with reversible or irreversible effects. The space sector and its supply
chains are also vulnerable to interference from competitors. To this it is necessary
to add the requirements for fourth and a half generation fighters - "stealth",
improved tactical avionics, thrust vector control, active phased array radar (air
targets about 200 km), integrated into a network-centric battlespace, where fighter
jets have a much greater range to perform multi-purpose missions.

For the Air Force to be able to use the full capabilities of a platform of this
generation, appropriate specialists in: Linux, Solaris and Windows Server network
operating systems; Relational database management systems - Oracle, MySQL,
SQLite and Integrated Database Management Language — SQL; Network
communication devices - Hub, switch, Router, Firewall device; Computer networks
— models, standards and protocols; Principles of operation of software security in
computer networks; Communication protocols for exchange of radar, weather and
pre-flight information - Eurocontrol ASTERIX, ICAO, OLDI; Standardized
database for aeronautical information - (Digital Aeronautical Flight Information
File (DAFIF); Protected communication protocols providing C2 systems - Tactical
Data Links (TDL) - Link16, Link22, etc.

When the countries that purchased the F-16 Block 70 platform are
expected to acquire the capabilities to fully use its combat capabilities, it is
expected that the sixth generation of combat aircraft platforms will enter service in
developed countries, to which requirements such as: cyber warfare; space war;
possibility to perform manned and unmanned missions; integration of the platform
with fleets of drones and satellites; ground sensors in a high-traffic network
environment to provide a complete data-to-solution capability. Advanced digital
capabilities - including high-capacity networks, artificial intelligence elements,
data fusion, and battlefield command, control, and communications (C3)
capabilities.

These requirements lead to the need for an integral consideration of the air
and space domain of the combat space, and from there to the direct involvement of
satellites as part of the combat platforms operating on the ground, in the air, in the
sea, and in the information space [4-5].

This suggests that new specializations such as cyber and electronic
warfare, which can be conducted effectively under appropriate command and
control systems, will dominate in the future. For this reason, command and control
systems need to be established as a separate specialization in higher military
schools. Adequate logistics must be added to them.
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The satellite race also includes the development of measures to destroy or
counteract the space capabilities of opposing countries. The main categories of
these weapons can be anti-satellite strikes.

Anti-satellite strike

When defining the angle of the satellite relative to the observer, it is not
advisable to ignore that the planet Earth is a flattened spheroid (Fig. 1).
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Fig. 1. Cross section of a flattened spheroid

Local zenith - this is the direction from a point on the Earth's surface
perpendicular to (at right angles to) the local horizon (a plane that is tangent to the
Earth's surface from the observer's position). While in the case of a sphere, this
direction points to the center of the Earth; however, in the case of a flattened
spheroid, this is not the case except at the equator and poles.

The rotation ellipsoid best fits the surface of the flattened spheroid. It can
be defined either by the major semi-axis (a) and the minor semi-axis (b), or by the
magnitude of the major semi-axis and the contraction (sparsity).

The reference spheroid WGS-84 (World Geodetic System, 1984) used in
the GPS system will be used to solve the problem.

In WGS-84, the equatorial radius of the Earth (major semi-axis) a=
6378137 m, the polar radius of the Earth (minor semi-axis) b is related to the
equatorial radius by the flattening f:

(1) b=a(-f)
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The flattening f in WGS-84 is only 1/ 298.257223563, i.e., the difference
with an ideal sphere is very small. Using this value, the Earth's polar radius would
be 6356752.31 km - only 21384.68 meters difference from the equatorial radius.

Taking this into account, we assume that the geodesic latitude ¢ is the
angle between the local zenith direction and the Earth's equatorial plane. The angle
locked between the center of the Earth and the equatorial plane is called the
geocentric latitude (from the observer's position) [2].

This makes it possible to determine geocentric latitude from geodetic
latitude:

2

tan(geocentric latitude) =b—2tan(geodesic latitude) =
(2) a

=(1- f)2 tan(geodesic latitude).

The pointing error produced by assuming a spherical Earth when tracking
the satellite with high-gain antennas requires a relatively narrow beamwidth, which
can result in loss of communication.

The satellite sub-point is the point on the Earth's surface that lies directly
beneath the satellite. For the case of a spherical Earth, this point is the intersection
of the line from the centre of the Earth to the satellite and the Earth's surface.

(3) H =x*+y*+z° -R

c Earth

As can be seen in Figure 1, the calculation for the flattened Earth is a bit
more complicated. In this case, the satellite subpoint is the point on the Earth's
surface where the satellite would appear at the zenith [1].

To calculate the altitude of the satellite above the footpoint, the following
formula is used:

(@) R a

H, = — - :
" cos(geodesic latitude) /1 (2f — £2).sin(geocentric latitude)

Constant input parameters required
- gravitational constant of the planet Earth - p=398600.436233 [km® /s°];
- gravitational constant of the moon - mu=4902.800076 [km®/s*];
- gravitational constant of the sun - sp=132712440040.944 [km*/s°];
- angular rotational velocity of the Earth in inertial space - 7.2921150 +
0.0000001)x107° [rad/s];
- Earth's radius at the equator - Requaor=6378.1363 km;
- flattening factor of planet Earth - f=1/ 298.257223563,;
- Earth's gravitational flattening factor - j,=0.01108263;
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- astronomical unit (the distance from the Earth to the Sun) -
14597870.691 km.

Ideal lead angle

To perform a kinetic impact, one satellite must intercept and rendezvous
with the second satellite at the same time.

Coplanar collision

The main parameter for making this transfer is time. In which the engines
will be activated. It is necessary to calculate in advance how long it will take the
interceptor to reach the collision point. Knowing the speeds of the interceptor and
the target.

In order for the intercept to take place, the interceptor needs to overtake the
target by the so-called lead angle — o, (the angular velocity of the target at the time
of the interceptor's transfer) when the Hohmann transfer starts. This overtaking
angle, shown in Fig. 2, represents [3].

Fig. 2. AV of the randezvous

149



R

where: R; — radius of the interceptor's circular orbit;
R, - radius of the target circular orbit.

In order to calculate the exact moment for making a transfer, it is necessary
to know the phase angle (it is locked between the radius of the interceptor vector
and the vector of the radius of the target in the direction of the interceptor's
movement).

(6) P=7T—-0q,

where: o, - lead angle.

Normalization

Normalization allows for the removal of all free parameters from the
equations so that the calculations made can be scaled in any system, depending
only on the ground and satellite properties.

For a coplanar Hohmann transfer, three radii need to be normalized [3]:

(7) Rn1 Z\/ 2Rt = \/(R Z(REarth+ Ht) _\/ Z(REarth+ Ht)

Ri +Rt Earth+ Hi)+(REarth+ Ht) 2REarth+ Hi +Ht )
©® R, = R _ReamtHi.
n 1
Rf REarth"'Ht

9 Rnsz\/ 2R :\/ 2(Reqrun+Hi) _\/ 2(Rearm+ Hi)
t (R 2

Earth+Hi)+(REarth+Ht) REarth"'Hi +Ht ,
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R, - geocentric radius of the initial circular orbit;
R, - geocentric radius of the target circular orbit;
H, - altitude of initial orbit;

H, - target orbit altitude.

This shows that it is necessary to calculate the optimal angle of observation
() for the meeting of the two satellites:

_ .
1+ E'
(10) aol =7 1_ R .
2
Rt
(11) Aa = a| _a0|.
Waiting time:

Aa,.SP
12)  Toniting = ——.
( ) waiting 272_

Modified equinoctial orbital elements

The modified equinoctial orbital elements (p, f, g, h, k, L) are suitable for
analysis and optimization of trajectories. They apply to circular as well as elliptical
and hyperbolic orbits and show no features for zero eccentricity and orbital
inclinations equal to 0 and 90 degrees. However, two of the components are
singular for an orbital inclination of 180 degrees (Fig. 3).
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Fig. 3. Semi-latus rectum

Relationship between classical orbital and modified equinoctial elements

[3]:

P .
13 a=——-7;
(13) 112 g

(14) e=4f?+g?;
(15) i=2tan"'vh? +k?;

(16) [ J tan ™
(k.

a7 =tan~

f
(19) u=w+@=tan*(hsinL—kcosL,hcosL +ksin L).

(18) 6=L-(Q+ a)): L—tanl(g}

where: a - semi-major axis; i - orbital inclination; e - orbital eccentricity;
@ - perigee argument; Q- ascending node length; L - true latitude (along with
declination and ascending node, true longitude indicates the exact direction from
the ground that the satellite will be at a given time); v - true anomaly; f, g - the x-
and y-axis components of the eccentricity vector in an orbital coordinate system; h,
k - the x- and y-axis components of the nodal vector in an orbital coordinate
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2
system; p=—-= a(l—ez) - semi-latus rectum (the length of the chord through one
a

of the foci, perpendicular to the major axis).

Transforming the Keplerian elements (a, ¢, i, w, 2, v) into a state vector
(X, Y, z, vX, vy, vz) (where: v-velocity of the satellite)

A radius vector is a vector defining the position of a point in space relative
to some predetermined fixed point called the origin of the coordinate system.

o R 20-¢)

™ 1+ecos(v)’

where: R . — magnitude of the radius vector of the satellite, determining its
position.
The latitude argument (u) is an angular parameter that defines the position

of the satellite moving along a Kepler orbit and represents the angle subtended
between the ascending node and the satellite.

Results

Ideal lead angle

Input data: initial altitude — 400 km; true anomaly on the initial orbit — 55°;
final altitude — 4000 km; ideal initial lead angle.
Output data (fig. 4, 5):
ideal initial lead angle - 44.735801°;
- trajectory times - total mission time - 3953.396757 s;
- first impulse - interceptor true anomaly — 55° target true anomaly -
99.735801°; true anomaly of transfer orbit — 0°;

- second impulse - interceptor true anomaly - 311.269235° target
true anomaly — 235°; true anomaly of transfer orbit — 180°;

= AVX(irsimpuise=-027.702647 m/s; AVY girgimpuise= 439.522125 ms;
AVZ girsimputse= 0 M/S; AV g gimputse= 766.283441 m/s;

= AVXecondimpulse=263.951296 M/s; AVY,eiondimpuise=-394.882949 m/s;
AVZigeongimputse= 0 M/S; AVecondimpuise= 688.457412 m/s;

- AVi= 1454.740853 m/s.
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Fig. 4. Anti-satellite phasing strike with ideal angle

Designations in Fig. 5 and Fig. 8.

Small red triangle - initial location of interceptor; small green circle - initial
location of target; the two black asterisks — locations of the interceptor and target
(location of the two impulses); black circle — spherical Earth; red circle — initial
orbit; green circle — final orbit.; small triangle mangenta - location of target at
initial impulse.
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Fig. 5. Magnitude of primer vector for ideal lead angle

Other lead angle

Input data: initial altitude — 400 km; true anomaly on the initial orbit — 55°;
final altitude — 4000 km; other initial lead angle.

Output data (fig. 6, 7):
initial lead angle — 55°;

- ideal initial lead angle - 44.735801°;

- trajectory times - total mission time - 4288.741885 s;

- first impulse - interceptor true anomaly — 76.737924°; target true
anomaly - 121.473726°; true anomaly of transfer orbit — 0°;

- second impulse - interceptor true anomaly - 333.007159°% target
true anomaly — 256.737924°; true anomaly of transfer orbit — 180°;

= AVXirsimpuise=-745.847375 m/s; AVYgigimpuse= 175.789664 m/s;

AVZ g imoutse= O IS AV i 1= 766.283441 ms;
- Avxsecondimpulse:670'096893 m/S; A\/YSE(:ondimpulsez'ls?'935942 m/S;

szsecondimpulse: 0 m/S' Avsecondimpulse: 688.457412 m/S;
- AV, = 1454.740853 m/s.

total —
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Fig. 6. Anti-satellite phasing strike with other lead angle

Fig. 7. Magnitude of primer vector for another lead angle
Conclusions

The satellite race involves the development of measures to destroy or
counter the space capabilities of opposing nations. The main categories of these
weapons can be anti-satellite weapons and directed energy weapons. Providing an
ideal lead vector will preserve the total velocity expenditure of the two pulses, but

156



reduce the time to achieve collision with the target. This is an important feature for
interceptors because, in order to be able to strike other space objects, they must
have a large AV budget to be able to deliver a kinetic strike or get close enough to
otherwise affect them. Satellites in orbit constantly change their place in the orbit
and in relation to other space objects, and in relation to the Earth, occupying a
specific place can only be carried out in geosynchronous and geostationary orbits.
In all other orbits, they will constantly change their position and will be at odds
with the paradigm of dominance in a certain area. In return, the satellites provide
exceptional opportunities for situational awareness of other types and branches of
troops.
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DA3UPAH YIAP HA CATEJIUT C UAEAJIEH U IPYT BI'bJI
HA M3IIPEBAPBAHE

A. Mapunos

Pe3ome

3amaxure, MOPOJEHHW OT MPOTUBOKOCMUYECKUTE CIIOCOOHOCTH, ca
HAaCOUYEHHU Cpelly KOCMHUYECKHTE CHCTEMH, IMOJIbpXKAallaTa T'M Ha3eMHa WHQpa-
CTPpYKTypa W BPB3KUTE 3a JAaHHU MEXIY KOCMHYECKHTE CHUCTEMHM M Ha3eMHAaTa
nH(ppacTpykrypa. KocMudecknTe npoTHBOJCHCTBHS BKIIIOUBAT AUPEKTHA aTaka U
KOOpOMTATHM aHTU-CATEJINTHU CHCTEMH, KHOepaTaku, eJeKTPOHHA BOWHA U
HacodyeHa eHeprums. ToBa € ycioBme o00ade 3a HEBB3MOXKHOCT 3a CTAI[IOHAPHO
TOCTIOJICTBO M KOHTPOJI, KOETO H30CTPS HEOOXOJUMOCTTa OT pa3paboTBaHEe Ha
BB3MOXKHOCTH 3a Bb3JICHCTBUE BbPXY CHBTHUIIUTE Ha IPOTUBHUKA, KATO B CHILOTO
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BpEeME C€ TrapaHTHpa yCToWuumBa paboTa HAa COOCTBEHHTE KOCMHYECKUA Bb3-
MOXXHOCTH. ToBa MoOXke Ja Objie MOCTHTHATO 4pe3 HAa3eMHU WM KOCMHYECKHU
cpencTBa. Thil KaT0 KOCMHYECKOTO MPOCTPAHCTBO € BAKYyM U € HEChHU3MEPHUMO
ChC 3eMHaTa aTMocdepa, M3MEHEHHETO Ha TPAeKTOPHATa Ha CITBTHUIIUTE B
MIPOCTPAHCTBOTO € KOPEHHO pa3IMYyHO OT H3MEHEHHETO Ha TPACKTOpUATa Ha
OoiiHuTe camoineTH. [IBIJKEHHMETO Ha CITPTHHUIINTE BBHB BAKyyM IIO OIpeaesieHa
opOuTa, CICACTBHE U3KPHUBIBAHETO HA MPOCTPAHCTBOTO OT IUTaHETaTa 3eMs, BOIH
JI0 JIBIDKCHHE C MHOTO TO-BUCOKAa CKOPOCT OT BCHYKH BB3IyXOIUIABATEIHU
CPEICTBa, JISTAIIX B 3eMHaTa atMocdepa, a JIBIKEHUETO B OpOMTAaTa HE M3HCKBA
Tsra. Korato e HeoOXoamMo, ob6ade ma ce MPOMEHH TPASKTOPHATa Ha IBIKCHHE HA
CaTeJINTa, CE U3MCKBA M3Pa3XOJBaHE HA €HEPrusl 4pe3 MPOMsHA HAa CKOPOCTTa Ha
carenuta AV. B Hacrosiara ctatus € HalpaBEeHO U3YUCIIEHUE HA aHTU-CATEIUTEH
(hazupan ynmap ¢ uaealieH W HeHWJealleH H3IPEBapBaIll bI'bJ Ha MPEXBaIad CIpPSIMO
Lenl.
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